
 

Abstract: The recent development of the Internet of Things 

(IoT) has enabled a significant technology that aids quick 

healthcare solutions through the use of smart wearables 

sensors. Indeed, undesirable events and network threats 

can appear in any physiological recording in Wireless 

Body Sensor Networks (WBSN), leading to a misdiagnosis. 

These events and threats are recognizable by experienced 

medical staff, thereby it is necessary to identify them 

before making any diagnosis. In this paper, a secure and 

energy efficient approach is proposed. For disease 

detection, our research provide insight into several 

physiological signals, including the ElectroCardioGram 

(ECG), ElectroMyoGram (EMG), and Blood Pressure 

(BP), where the security is achieved by the application of 

the Advanced Encryption Symmetric (AES) and the 

Secure Hash Algorithm (SHA). Similarly, to obtain a 

reasonable range of reliability, a classification procedure 

based on supervised Machine Learning (ML) techniques is 

used. The simulation results proved the accuracy and 

sensitivity of the system by 97% and 92%, respectively by 

enhancing a high level of security. Moreover, a suitable 

prototype is developed for medical staff to ensure the 

applicability of our proposal. 
 

Keywords: Data aggregation, Data reliability, Security, 

WBSN. 

I. INTRODUCTION 
 

A whole condition of physical, psychological, and social 

well-being, rather than only the absence of disease, is defined 

as health. As is well known, one of the most important aspects 

of people's desire for a better life is their health. Regrettably, 

conventional health systems have established a problem for the 

reason of some factors, including poor health care, large 

inequalities between rural and urban areas, physician and nurse 

unavailability during the most difficult times are only a few 

examples. 

Indeed, a large number of individuals die each year because 

of cancer [1], cardiovascular disease [2], hypertension, 

neurological disease, epilepsy [3], and a variety of deadly 

illnesses [4]. IoT has improved almost every area of our 

everyday lives and intelligent applications as a result of the 

growth of smart objects. Smart healthcare [5], smart homes 

[6], smart agriculture [7], crowd sensing [8], and 

crowdsourcing [9] are some of these applications. 

The prevalence of chronic diseases has made a renewed 

request for allowing serious healthcare facilities to the persons 

tracking [10]. The current investigations reveal the flaws in the 

traditional healthcare system, implying that hospitals and 

clinics alone will not be able to deal with the crisis. One of the 

most significant advantages of wearable sensors is their ability 

to retrieve information partnering with physical, behavioral   

and psychological health. Nonetheless, a difficult challenge in 

WBSN is transmitting the vast amount of generated data by 

wearables [11]. In fact, it may have a detrimental impact on 

the decision-making process. To address this problem, using 

secure data transmission and precise prediction has recently 

received a lot of attention. 

The following are the details for each block of this WBSN-

based platform: 

 

(1) The Intra-BSN (Fig. 1 (a)): During this phase, wearable or 

implanted sensors are placed on the human body under the 

skin. Sensors such as ElectroEncephaloGram (EEG), ECG, 

EMG, and BP can be used and included. Then, the detected 

data is wirelessly transmitted to the Local Processing Unit 
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(LPU) and the LPU then passes the sensed data to the part (b). 

 

(2) The Inter-BSN (Fig. 1 (b)): During this phase, data is sent 

from part (a) to part (b) by one of the transmission channels. 

This stage's data must be passed to the next stage (c). 

 

(3) The Beyond-BSN (Fig. 1 (c)): In this phase, the data is 

saved and processed in order to make a health related decision. 

To this goal, data may be sent to doctors or hospitals, as well 

as to intermediary family members. Indeed, received data 

should be as precise and truthful as necessary [12]. 

 

 
Figure 1. WBSN based platform for personal healthcare 

 

There has been a surge in the use of WBSN-based 

methodologies to respond to a variety of healthcare 

applications. Routing [13], traffic engineering [14], resource 

allocation [15], anomaly detection [16], energy consumption 

[17] and classification [18], and other subjects are frequently 

discussed in WBSNs. In the IoT healthcare sector, however, 

there is a lack of focus on security and reliability for data 

analysis. Because the medical network transfers such a large 

amount of sensitive data, it is critical to ensure secure data 

transmission between patients and medical specialists. 

Furthermore, it is critical to evaluate the accuracy of incoming 

data in order to avoid unfavorable events that affect the quality 

of patient monitoring. To address this issue, a reasonable level 

of security and reliability need immediately to be enhanced. 

This paper's main contribution is to increase data reliability 

and security communication in WBSN. To eliminate data 

redundancy, the proposed methodology uses the aggregation 

technique [19], which reduces energy harvesting and increases 

the transmission time of sensed data. Meanwhile, various 

security criteria based on the AES and the SHA are employed. 

Following that, a data classification procedure based on 

numerous supervised machine learning algorithms is evaluated 

to establish data reliability on the receiving side. Finally, a 

developed prototype is used to evaluate the results. 

The remaining part of this paper is organized as follows: 

Some relevant works are highlighted in section 2. The 

proposed approach is then described in detail in section 3. 

Section 4 discusses the experiments and their outcomes. In 

Section 5, the main conclusions are drawn. 

II. RELATED WORK 

One of the key concerns of the WBSN is the safe and secure 

transfer of medical sensitive information to the intended 

destination. Many strategies have been proposed in the past to 

ensure secure data aggregation transmission. The proposed 

technique in [20] goes through various Privacy-Preserving 

Data Aggregation (PPDA) methods used in Wireless Sensor 

Networks (WSN) and IoT. The goal is to provide a better 

WBSN-specific privacy preserving data aggregation scheme. 

Because the WBSN is a specific sort of WSN, the proposed 

scheme keeps basic criteria such as data redundancy and the 

role of individual sensors. 

The article [21] describes a novel data aggregation strategy 

for reducing network traffic and energy usage in WSN. The 

Extreme Learning Machine (ELM) is used in the proposed 

technique to efficiently fuse data at the cluster head before 

transmission to the sink. The Mahalanobis Distance-based 

Redial Basis Function (MDRBF) is utilized to set the model's 

parameters after the data filtering and clustering procedure, 

ensuring data processing. In fact, network traffic could be 

significantly reduced, extending the network's lifetime. The 

obtained results show that the proposed approach achieves 

data accuracy of 79% and energy efficiency of 80%. 

For monitoring cardiovascular diseases, existing solutions 

record data through multiple channels at a high sampling rate, 

which results in the generation of a considerable amount of 

data. Thereby, it consumes a lot of energy and necessitates a 

lot of storage space. The study in [22] introduces a real-time 

encoding technique for ECG signals in this context. The 

approach is based on iterative thresholding and a wavelet 

coefficient approximation. The goal is to condense bio-signals 

while maintaining their essential characteristics. The results of 

a real-time-based IoT platform show a system-level energy rise 

of 96% with a 2% influence on signal quality. 

 

Regardless of the options available for setting up a 

telemonitoring approach, the WBSN process is influenced by 

three major factors: Latency, energy usage, and reliability. The 

research presented in [23] tries to address these issues by 

employing a Time Division Multiple Access (TDMA) analysis 

technique that sends data at distinct time slots and removes 

unnecessary sensitive data. With a lower latency (0.635 ms) 

and lower power consumption, this approach was able to 

achieve a tolerable range of accuracy (31.5 %). 

WBSNs have gained popularity as a result of recent 

developments in the IoT and remote health monitoring 

(eHealth) applications. The wide range of applications such as 

healthcare, military, entertainment, and so on highlights the 

need for more adaptable architectures and protocols. New 

Medium Access Control protocols (MACs), including as 

Bluetooth, IEEE 802.15.4, and IEEE 802.15.6 [24], have been 

proposed in this context to suit the Quality of Service (QoS) 
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criteria of WBSN architecture. The numerical findings 

demonstrate that the proposed approach outperforms the 

existing works by 21% in latency and 67% in energy 

consumption. 

Recent research has put a lot of effort on adapting the 

sample rate of sensors in wireless sensor networks. For health 

monitoring in WBSNs, the paper [25] proposes the Adaptive 

Rate Energy-saving Data Collecting Technique (AREDaCoT). 

It consists of two stages: Local emergency detection (by 

reducing data redundancy and adjusting the sample rate) and 

global emergency detection (by removing data redundancy and 

adjusting the sampling rate). In fact, the obtained results show 

how AREDaCoT reduces the volume of data collected, 

resulting in a large energy saving (76%) while maintaining 

data correctness (70%) and integrity. 

To the best of the authors’ knowledge, most of the proposed 

solutions only deal with a single type of bio signals. They do 

not take into consideration sensors that are implanted in the 

legs, hands, fingers, brain or in any other body part. In case of 

need, the implanted sensor would be better able to detect 

internal body functioning for more accurate health analysis. To 

overcome these limitations, we proposed an accurate disease 

detection approach for medical WSNs based on three 

multivariate physiological signals. A developed prototype is 

designed, which is based on a data aggregation model for 

energy, reliability and security enhancement. 

III. THE PROPOSED DATA TRANSMISSION METHODOLOGY 

The main purpose of this research was to provide a secure 

and reliable data transmission mechanism for WBSN. As 

shown in Fig. 2, the suggested methodology is comprised of 

multiple steps. Each of the processes was thoroughly detailed 

in the subsections below 

 

 
Figure 2. The proposed flowchart 

The health condition of patients is supervised in WBSN via 

a set of tiny-powered sensor nodes that are subject to energy 

exploitation. According to various studies, retransmission 

processes are one of the main cause of resource exploitation in 

WBSN. In fact, channel fading causes a data collision and data 

loss. To address this problem, data aggregation strategies are 

being investigated. Furthermore, data reduction extends the 

network lifetime by maximizing the sensor nodes' resource 

utilization. Even, it is likely to decrease some service quality 

measures, such as data privacy and accuracy.  

A.   -based data aggregation  

According to the literature, there is a lot of interest in 

resolving energy consumption issues in the medical profession. 

Several proposed strategies, including as radio scheduling, 

control packet elimination, topology control, and data 

aggregation, are examined for this purpose. Data aggregation 

is one of the most well-proven solutions. It's worth 

remembering that sensor data contains noise, which reduces 

WBSN performance by a large amount of redundancy due to 

spatial and temporal correlations of the data. Thus, deleting 

these duplicated data is a necessary step in significantly 

reducing energy exploitation. The detected sensor readings are 

aggregated under the condition that a data aggregation 

technique is used. 

This paper introduces a useful aggregation technique. This 

strategy takes advantage of temporal and spatial correlations to 

achieve its goal. As aggregation functions, several 

mathematical equations such as Average, Max, Min, Sum, 

Count, Median, and Cross-Correlation are used. A cross-

correlation function (equation (1)) based on three multivariate 

physiological signals is used. 

 

                           (1) 

 

The proposed data aggregation technique's simulation 

results are shown in Fig. 3 below. The cross-correlation 

function between the ECG (Fig. 3 (a)) and the BP (Fig. 3 (b)) 

signals is used to compress data. The received data (Fig. 3 (d)) 

is then correlated with the EMG signal (Fig. 3 (c)), yielding 

fused data as observed in (Fig. 3 (e)) below. For example, 

when a sensor node is used to monitor heart rate on a patient 

(Fig. 3 (a)), the recorded values quickly become stable after 30 

minutes or even an hour. Furthermore, if two additional sensor 

nodes are used for the same patient to monitor muscular 

activity (Fig. 3 (b)) or BP variation (Fig. 3 (c)), then the data 

collected by one node is often similar to neighboring node. 
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Figure 3. Data aggregation process: (a): Filtered ECG, (b): 

Filtered BP, (c): Filtered EMG, (d): Cross-Correlation (a)*(b), 

(e): Aggregated data 

B. AES and SHA-based data security  

Because wireless communications are sensitive, medical 

information are impacted by a variety of network threats and 

attacks. It is critical to establish a secure link between sensor 

nodes in this regard. Indeed, the security is achieved by 

verifying data authenticity. This means that data must be well-

preserved in order to ensure that secret data is not falsified at 

the receiver's end and that data is delivered securely to the 

authorized entity. 

These techniques are implemented utilizing the most secure 

AES [26] and SHA [27] algorithms for data encryption and 

authentication. The total security level was improved in this 

area while maintaining the core network criteria. The proposed 

secure algorithm presented in Fig. 4 contains four phases: 

Registration, Aggregation, Encryption, and Verification. 

 

 

 
Figure 4. Proposed AES and SHA algorithm 

During the registration phase, the process is designed to 

prompt and save a few key personal details. A secret key  is 

communicated between the Sensor Node (SN), the Control 

Node (CN), and the Base Station (BS). The observed sensed 

value, , is wirelessly sent to the neighboring CN. Each CN 

has its own unique identifier, , to prevent identity 

takeover. Following that, all of the data is sent to the BS. 

 

The CN integrates the received extracted features into a 

single unit named  during the aggregation phase. The 

features are then XORed after being regrouped using a sum 

transaction modulo . The  and  outputs of this 

operation are forwarded to the BS. 

 

To improve data confidentiality during the encryption 

phase, the AES algorithm was proposed. To the best of 

knowledge, the AES is the most extensively utilized algorithm 

because to the several benefits it provides over other 

algorithms. 

In step 3, the CN encrypts the combined  and   to 

produce the cipher text  determined in (2). It could be 

read by anyone who has access to the   sharing secret key. 

 

        (2) 

 

Where: 

 , 

 : hash function of compressed sensed data 

using . 

 

An updated key is required because of the human body's 

mobility. Equation (3) was used to perform an XOR binary 

operation between the hash values and the secret key. 

 

                                 (3) 
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The SHA is used to safeguard the CN's identity. The 

calculated results ) are then sent to the backend 

server. The BS must justify the data confidentiality and 

integrity of all senders during the verification process. When it 

receives the packet carrying the identification of the control 

node , it checks it as a first step. The BS then decrypts the 

Cipher text   and examines the plaintext  received in 

the second phase. If the verification is successful, the BS 

believes this information to be from CN, and the data integrity 

is assured (  is accepted). Finally, the BS sends to the CN a 

response  containing the monitored patient's diagnostic. 

 

C.     ML-based data reliability  

WBSNs should be able to transfer a large amount of data in 

a short amount of time to guarantee continuous healthcare 

monitoring. In order to detect harmful situations or death 

causes in patients, data must be obtained correctly, and hence 

reliability must be disposable. 

Actual data prediction using Machine Learning (ML) 

algorithms has been a rising topic in artificial intelligence. ML 

algorithms are useful for data analysis, but experiments 

demonstrate that when a large amount of data is utilized for 

training and testing, reduces their performance [28]. A data 

classification technique for the obtained aggregated data 

(387*24) is used to avoid these flaws. The Support Vector 

Machine (SVM), K-Nearest Neighbors (K-NN), Random 

Forest (RF), Decision Tree (DT), Logistic Regression (LR), 

Gradient Boost (GB), and Naive Bayes (NB) algorithms are 

used in this procedure [29]. 

The training data set is downloaded in the first step from the 

"Kaggle" website (www.kaggle.com), which provides 

powerful tools and resources. The total data classification in 

this case is based on the relevant features for each investigated 

signal, such as age, sex, height, weight, QRS, QRS duration, 

PR interval, QT interval, T interval, Heart Rate, Standard 

Deviation, Root Mean Square, Min, Max, Zero Crossing, 

Systolic and Diastolic.  

Figure. 5 shows an ECG with seven different types of 

arrhythmias. A significant probability of above 64.8% is 

discovered as normal situation. As previously stated, this study 

is focused on a number of associated ECG illnesses. Indeed, 

11.6% of the patients under observation may suffer ischemic 

alterations. This problem refers to a problem involving the 

brain's tiny blood vessels. 

Furthermore, a myocardial infarction induced by irreversible 

heart muscle necrosis is noted. A reduction in blood flow to 

the heart owing to coronary artery obstruction causes this 

infraction. Thereby, two distinct types of myocardial infarction 

are discovered for both old anterior and inferior myocardial 

infarctions, with a lower probability equal to (4%). In addition, 

the cardiac rhythms tachycardia and bradycardia are known. 

The first occurs when the heart rate exceeds 100 BPM, while 

the second occurs when the sinus node emits an electrical 

charge at a slower rate than typical (60-100 BPM). Finally, 

(5.6%) represents the remaining probability, which is reserved 

for other diseases. 

 

 
Figure 5. ECG diseases identification 

The BP has been shown to be an important determinant in 

human health status in prior research. The numerous illnesses 

are characterized by unusually high BP on the artery lining, 

with four important outputs (see Fig. 6). To begin with, only 

33.3% of the training data set represents a typical case. 

However, a highest detection probability (until 40%) of a 

prehypertension is detected, but also, two different 

hypertension stages with a detection ranges between 17% and 

10% respectively. Hence, lifestyle have a strong effect in the 

health status of the persons. Under stress or during physical 

effort, for example, is one of the primary causes of 

hypertension. 

 

 
Figure 6. BP diseases identification 

Likewise, the same procedure is used to determine whether 

or not a muscle contraction is conceivable. As previously 

indicated, two forms of EMG classification are investigated. 

Indeed, until 84.9% of contractions are produced by 

coordinated muscle cell problems, the highest probability is 

reached. However, the reset condition (normal state) is only 

referenced 15.1% of the time. Hence, these probabilities reveal 

the impact of cardiovascular and hypertensive problems on the 

observed patient's muscle activity. 

IV. REAL EXPERIMENTATION 

To prove the feasibility of our approach, we propose in this 

section a hardware implementation of our secure classifier. 

Indeed, it is necessary to consider CPU power, computing 

steps and memory in the overall energy balance phase. 
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A. System design 

The main purpose of this paper is to provide continuous 

healthcare monitoring. For that, the proposed method is 

divided into three stages: (1) Data collection, (2) Data 

preprocessing, and (3) Data storage and diagnosis. Wearable 

sensors are used in the first stage to collect data from the 

patient's body, where three physiological signals, including 

ECG, EMG, and BP, are gathered. After that, the sensors are 

connected to an ESP32 processor unit. The Raspberry Pi 3 

receives sensor data and transfers it via GPIO pins, where the 

proposed aggregation technique is used. The resulting fused 

data is forwarded to the web server. Open Signals is used for 

the graphical interpretation and display of collected findings 

on the online user interface. The HTML protocol allows a Wi-

Fi module and a web server to communicate easily. The 

HTML user interface is updated every 20 s to ensure real-time 

patient tracking. 

Figure. 7 shows the designed platform. To collect data, all 

wearable sensors are placed on the patient's body. The sensors 

are connected to an ESP32 processor unit. It serves as the 

system's core by connecting these (heartbeat, muscle, and 

blood pressure) sensors. The ESP32 collects sensor data 

before sending it to the Raspberry Pi 3. Following that, the 

sensor output is connected to the IoT website. The medical 

data is then accessible via any supported device. The data is 

graphically exposed via a secure connection, which requires a 

password. Following the verification of authentication, the 

previously proposed secure technique is used to ensure data 

privacy. 

 

 
Figure 7. Proposed healthcare monitoring architecture 

B.  Implementation details 

For a better understanding, the system is built around the 

association of the previously described hardware and software 

components, as shown in Fig. 8. Physical pins connect the 

ECG, EMG, and BP sensors to the ESP32. Because it features 

a built-in wifi module, the ESP32 is employed as a processing 

device. The ECG sensor's output pin is attached to the ESP32's 

D34 pin for a single patient. Myoware's data pin is represented 

by the microcontroller's D25 pin (ESP32). The data pin of the 

BME280 is connected to the ESP32's D1 for blood pressure 

variation. 

The Lolin32 is connected to a Raspberry Pi via USB 

connection in the second stage. However, it is vital to double 

check that the ESP32 module uses a serial connection, which 

is really simple to set up. The RX pin on the Pi, GPIO 15, is 

connected to the TX pin on the ESP32. The ESP32's RX pin is 

connected to the Pi's TX pin, GPIO 14. The ESP32's Vin and 

grounds are connected to a 5 V pin on the Pi. As a result, use 

caution while working with 5 V lines, as the GPIO pins can 

only take 3.3 V and are subject to damage at higher voltages. 

The proposed prototype is shown in Fig. 8, which shows how 

the system is evaluated with just one user. Indeed, ECG 

electrodes are placed on the user's heart, and EMG (Myoware) 

and BP (BME280) sensors are placed on one user's hand. The 

web server receives all of the sensed data for additional 

analysis. 

 

 
Figure 8. Overall architecture of healthcare monitoring 

systems 

V. EVALUATION OF THE OBTAINED RESULTS FROM THE REAL 

PROTOTYPE 

This section evaluates the suggested prototype's 

performance in terms of security, reliability, and energy 

reduction. 

 

A. Achieved security requirements 

The proposed security approaches prove four key features: 

  

Data Authentication: This service verifies that sensor nodes, 

control nodes, and the base station are all authenticated before 

allowing access or disclosing any data. 

 

Data Privacy: This service prevents control node identities 

from being usurped . The hash function is applied to the 

node identity to achieve this. 

 

Data Confidentiality: The security system ensures that 

personal health information sent over the internet is only seen 

by the intended recipients. The usage of AES ensures that the 

information is kept private. 

 

Data Integrity: Integrity is ensured by a predetermined Hash 

function , which is calculated and appended to 

each piece of data, demonstrating its originality. The Hash is 

calculated with a private key that only the source knows about. 
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B. Achieved reliability improvement 

It is required to justify the impact of the proposed 

aggregation and security procedures on data reliability after 

they have been implemented. However, in our work, decision-

making is based on various supervised machine learning 

algorithms. To do this, a suitable classification model is used 

on the reception side to verify whether the data was received 

correctly. 

When learning algorithms are utilized, there are a few key 

metrics that must be represented properly based on the 

mathematical expressions of accuracy (4) and sensitivity (5). 

Tables 1 and 2 show the final results for each training model. 

 

                                      (4)     

 

 

                                               (5) 

 

Where: 

 TP: True Positive, prediction is positive and patient is 

with disease, 

 FP: False Positive, prediction is positive and patient is 

healthy, 

 TN: True Negative, prediction is negative and patient 

is healthy, 

 FN: False Negative, prediction is negative and patient 

is with disease. 

 

Table 1. Accuracy score for each model 

Model 

name 

ECG BP EMG  

RF 0.7631  1.0000 0.9736 

SVM 0.7368  0.9605 0.9473 

LR 0.7105  0.8157 0.9342 

DT 0.6973  1.0000 0.9605 

KNN 0.6842  0.9342 0.9605 

GB 0.6842  1.0000 0.9736 

NB 0.5789  0.9078 0.9342 

 

Table 2. Sensitivity score for each model 

Model name Sensitivity 

RF 0.9122 

SVM 0.8859 

LR 0.8596 

DT 0.8859 

KNN 0.8815 

GB 0.8201 

NB 0.8069 

 

 

According to this research, the Random Forest (RF) 

outperforms the Support Vector Machine (SVM), Logic 

Regression (LR), Decision Tree (DT), k-Nearest Neighbors 

(KNN), Gradient Boost (GB), and Naive Bayes (NB) in terms 

of accuracy (76%, 97% and 100% for ECG, EMG, and BP, 

respectively) and sensitivity (91.22%) (see Table 2). 

Furthermore, the GB algorithm achieves a high accuracy score 

of 97.36%, especially when it comes to the classification of 

EMG signals. DT and GB have been shown to be good 

classifiers for the BP signal (until 100%). 

 

The SVM, DT, and KNN algorithms, on the other hand, 

achieve a high sensitivity of up to 88%. Thus, these numerical 

findings show that the fused decision obtained was accurate. 

As a result of the aggregation operation, data redundancy is 

eliminated, and signal quality at the receiving end is 

unchanged. This indicates that the decision-making 

signal/output can be replicated. 

 

C. Evaluation of the energy consumption 

The energy consumption is a significant challenge in 

WBSNs. An energy model has been utilized to calculate the 

energy required by sensor nodes based on numerous previous 

research efforts. 

A measurement technique in terms of exploited Voltage (V) 

and Intensity (I) of each component for further justification. 

The sensing process consumes a lower voltage and intensity in 

the region of (1.5V and 0.05A). This reduction demonstrates 

the effectiveness of the chosen wearable sensors. Furthermore, 

a significant amount of resource is set aside for the treatment 

process using both the ESP32 and Rasp Pi 3 microcontrollers 

(3.3V and 0.06A). These variables are used to determine total 

spent energy, which is the sum of all energy amounts in a 

variety of scenarios, as explained in (6): 

 

                                                                     (6) 

 

With: 

 

                                                              (7) 

 

Where: 

 

 : Еnеrgy consumption in onе iteration (J), 

 : Supply Voltagе (V), 

 : Currеnt consumption (A), 

  : Statе duration (s), 

  : Еnеrgy in еach statе (J), 

  : Total consumеd еnеrgy (J). 

The energy consumption for each node is calculated. In fact, 

the nodes in the real scenario attained a numerical value of 

2.912 mJ. This efficiency demonstrates the proper proposed 

hardware platform in one part and the suggested data 

aggregation process in the other part, which reduces resource 

usage. 

Our goal of eliminating data redundancy is well achieved 

with this strategy. The low energy usage ensures data security 

and reliability. To demonstrate the system efficiency, the 

findings were compared to other proposed systems from 

literature (see Table 3). 

 

Table 3.  Comparative results 

Related works Energy (%) Accuracy(%) 
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[21], 2020 80  79 

[22], 2020 96  92 

[23], 2020 50 31.5 

[24], 2020 67  62 

[25], 2020 76  70 

Proposed approach, 87.32  80.53 

 

In terms of energy saving, the proposed approach 

outperforms the Extreme Learning Machine [21], Enhanced 

Reliability, Energy-Efficient and Latency (EREEAL) 

algorithm [23], IEEE 802.15.6 [24], and AREDaCoT [25] 

algorithms by up to 87.32%. Using a single type of medical 

signal (ECG), the ERREEAL algorithm [22] achieves a crucial 

energy reduction (96%) and a high accuracy score over 92%. 

This study, on the other hand, is based on three multivariate 

signals. This demonstrates the effectiveness of the suggested 

aggregating method. Furthermore, AREDaCoT verifies that 

data accuracy is greater than 70%. The proposed approach is 

marginally more accurate (80.53%) than [21] (79%), [23] 

(31.5%), [24] (62%) and [25] (70%). The numerical results 

show that energy is saved with greater precision than previous 

methods. 

VI. CONCLUSION 

Technology advancements and healthcare devices provide a 

wide range of services in IoT applications. Although certain 

innovations in this field are exhaustive, they should be widely 

adopted due to concerns about data security and privacy. 

The emission of compromised data not only wastes time but 

also lowers the performance of the data aggregation technique. 

Furthermore, due to the resource constraints of IoT devices, 

traditional security solutions are not a viable option. 

Developing a lightweight and energy efficient data aggregation 

algorithms that are not only secure but also reliable is an 

essential topic that needs to be looked. 

A secure and reliable approach for multiple health signals is 

provided in this paper. To evaluate decision making on the 

receiving side, the suggested method necessitates the use of 

numerous supervised machine learning algorithms. However, 

an effective data aggregation procedure was performed to 

lower the energy consumed. The required results reveal the 

Random Forest algorithm's efficiency in terms of accuracy 

(97%) and sensitivity (92%) with a high level of security and 

low energy consumption. 

Furthermore, a real implementation of the Random Forest 

classifier and security algorithms in WBSN is a future research 

path. 
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