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Abstract— Mail transmission was not only the main
function of information system, but also the main way
of network virus and Trojan horse transmission, which
has a key impact on the running state of information. In
order to deal with the threats of network viruses and
Trojans and improve the level of e-mail management,
this paper studies the filtering of information system,
and proposes a phishing e-mail filtering method based
on Improved Bayesian model. MATLAB simulation
results show that the consistency p between the amount
of data sent by e-mail and the amount received is good,
the consistency rate reached 92.3%. the data security
level is 95%, encryption proportion / data proportion
ratio under Bayesian optimization are higher than those
of unfiltered method, which up to 97.2%. Therefore, the
Bayesian optimization model constructed in this paper
can meet the needs of phishing email filtering in
information communication at this stage.
Keywords—Bayesian algorithm, Information system,
Phishing email filtering, Fourier series, Hashtable

LINTRODUCTION

ith the rapid development of information technology,

the implementation of the "information speed"

strategy and the proposal of the concept of "global
village", the construction of information network has
almost doubled from 48000 servers in 2012 to 74300
servers in 2020 [1]. At the same time, the extensive use of
WiFi, Internet of things, LAN and mobile technologies has
also increased the number of spam, Trojan mail and virus
mail in the information system from 371.2 billion in 2012
to 9723 trillion in 2020 [2]. By the end of 2020, the number
of users in China has reached 1.172 billion, accounting for
92.3% of China's total population. Under such a huge
demand for data processing, the virus prevention bearer of
the information system is increasingly overburdened, and
even threatens the stability of the operation of the
information system, which also puts the "optimization
problem of phishing mail filtering" on the agenda [3]. At
present, the mail receiving of the information system
mainly adopts the hoop topology, which has the advantages
of stable, efficient and strong compatibility in data
processing, and can also meet the needs of mail complex
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information processing [4]. However, in the context of a
large number of emails, the hoop topology will reduce the
filtering level of "fraudulent" emails and affect the security
of emails. Therefore, this paper proposes a method based
on Bayesian optimization to filter the mail transmission
under the hop topology, divide the virtual area and analyze
the security level of mail transmission, in order to improve
the filtering level of phishing mail in information.

II. PHISHING MAIL FILTERING THEORY IN INFORMATION
SYSTEM

Phishing mail filtering is a program component or
subroutine developed by the information system to meet the
complex needs of multiple users. Its purpose is to ensure
the security of user information and property [5]. Under the
hoop topology, the server datacenter of the information
system is "virtual partitioned", and DiskTracker;, IDj and
IP i are set in the partition. Then, a hash table is built in the
client node | of each mail to form a small-scale data search
route. Finally, any client node | performs data filtering by
calculating the hash of adjacent clients (node 1+1, node.1),
analyzes "suspicious mail", eliminates "phishing mail", and
returns the legal mail keyValue in the client. At the same
time, each mail is associated with the "virtual partition" to
record the address information of legal mail.

A.basic Bayesian theory

Bayesian theory was based on multivariate difference
equation, and its mathematical expression is expressed as
fellows(1).

. (M
node, = A'DiskTracker, +BUID; +

keyvalue; = FLIR, +psin [2k7r( f, +%)ij(k)

A, B, C and D are coefficient values of corresponding
parameters in the information system; fe, f; and fp are
emails, past emails and feedback results received in the
information system datacenter; p is the risk amplification
factor of e-mail, which aims to improve the recognition rate
of "phishing e-mail", and T(k) or datacenter is the data
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actually received by e-mail. Judge whether the mail
transmission is safe according to the results of fe, fs and fp.

If f =f =f,#0 indicates that the phase diagram in
e s D g

the transmission mail will converge at the extreme point,
the mail transmission of the information system is safe,

f,# f,=0 , f, # f;=0 indicates that the transmitted

data will converge near the extreme value, and the
information system will be attacked or "receive phishing
mail".

B.the Optimization of phishing mail filtering process by
Bayesian algorithm

(1) Receiving of "phishing mail" by the client

The receiving process of "phishing mail" can be

described by nonlinear Lagrange equation [7], and the
mathematical formula is expressed as fellows(2).

dDiskTracker,

—Vv'(DiskTracker,)+ Fo
dnode,

2

where g(nodel )is the distance between the email and the

actually sent data, that is, the possibility that the email
received by the client is "phishing email", expressed by
Fourier series; Fo represents the total amount of mail

received; V'(DiskTracker,) is a nonlinear discrete

function representing mail security.
(2) Server Analysis of "phishing mail"
"Phishing mail" is a key factor in filtering and
determines the security degree of the information system
[8]. Its mathematical formula is expressed as fellows(3).

E[g(node )g(node, + )] =6Kg(node, —a)+&  (3)

where K is the frequency of "phishing mail"; & is the

error value between receiving mail and sending mail; E
is the adjustment coefficient of e-mail security, that is, the
coefficient to avoid dangerous e-mail such as "Trojan
horse" and "fishing".

C.Effective mail transfers

The effective mail transmission amount F( determines
the result of information phishing mail filtering. It is the
"safe" mail transmitted from the client to the server. Its

mathematical calculation formula is expressed as
fellows(4).

Fo= Accos(2x f,node,) 4)
where Ao is the function amplitude of data, the

parameter fo is the mail frequency. Both of them jointly
determine the "safe" mail volume of mail; Security level =
actual data received / total data sent * 100%.

D.Cache and actual storage

The mail is put into the cache first. After filtering, it is
put into the actual storage area [9] and expressed by a

function v'(DiskTrackeri) ,which  mathematical
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calculation formula is expressed as fellows(5).
v'(DiskTracker,)=f (D + f, O (5)
where m and n are the proportion of "cache" and "actual
storage" in the virtual space ; fg and fh are "cache" and
"actual storage" functions, which are internal algorithms in
the hoop topology.
E.Judgment of critical value

By deriving formula 5, its inflection point can be
obtained, that is

m
m+n
4 f, (DiskTracker)’

If formula 4 is substituted, it indicates that the "cache"
and "actual storage" are in a two-way balance, that is

2
A < M , the storage resource ratio in the hoop
27n(m+n)

topology is the best. For better "phishing" mail analysis, it

v"(DiskTracker,)=2 f, (DiskTracker) +

2 2
will be limited to[- | M_tMn_ [ 4m~+mn_,
n(m+n) \27n(m+n)

F.Rejection of abnormal messages

The amplification factor is added in the information
system to identify the abnormal change information in the
mail. If any mail data in the message does not jump, it
means that the mail does not contain abnormal data, that is,
"phishing data". Otherwise, it is abnormal transmission,
and the corresponding data is amplified. By amplifying the

abnormal data, the variation amplitude jumps out of A0 .

III. BUILDING AN IMPROVED BAYESIAN OPTIMIZATION
MODEL FOR PHISHING EMAIL FILTERING

When the information system filters phishing mail, the
mail management method in the original hoop topology is
too simple. The parsing work of "cache" and "actual
storage" is placed in the server to increase the computing
load of the server and reduce the management level of
"phishing" mail [10]. To solve the above problems, this
paper introduces Fourier series, metropolis constraint and
Bayesian method to optimize the "phishing" mail filtering,
and transfer the parsing work of some servers to the mail
client. Among them, Fourier series is used to optimize the
calls of "cache" and "actual storage" of e-mail to meet the
analysis requirements of "phishing" e-mail[11].

Bayesian method is a non-linear list receiving method.
Metropolis acceptance criteria first restricts the mail, and
then receives the data center after "filtering" the mail, so as
to reduce and improve the recognition rate of "phishing"
mail[12]. The specific optimization process is as follows:

A.Metropolis constraint

In order to reduce the number of mail filtering,
metropolis constraints are applied to determine whether the
mail data is "phishing" mail[13]. If the result is "0", it
means "phishing" mail. Eliminate or enlarge the value,
otherwise conduct corresponding calculation[14]. After the
data is constrained by metropolis, assign a value to it to
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make the constraint result "0" or "1", and complete the
standardization process. According to the above analysis,
the mathematical conditions of metropolis constraints are
expressed as follows(6).

keyvalue; = keyvalue,
keyvalue; =keyvalue,,,

(6)

where M ([)) is the judgment function of Metropolis

constraint.

B. The "phishing" message matches the preset value

The relationship between datacenter and mail in the
server is complex and multidimensional[15]. Mail filtering
is affected not only by the number of mail, but also by
"cache" and "actual storage". Assuming that the match of
"cache" isPy and the match of "actual storage" is Py,
formula 5 can be optimized as follows(7).

H[ZV'(D)+g]+meg +nf, P #P,
i 1
k(P =P)/Po =P,

max min

ﬂ’(P\/ - Pmin)/Pmax - Pmin

<P, @

R<p,

are the maximum and minimum

where P, and P, .

bearing matching values of the information system, A is
the "cache" adjustment coefficient and x is the "actual
storage" adjustment coefficient.

C.Phishing message filtering and total messages

In order to filter "phishing" e-mail from massive e-mail,
Fourier series is used to analyze "phishing" e-mail and
adjust the amount of e-mail, the parsing work of some
servers is transferred to the e-mail client, and hash table is
introduced to record the "phishing" e-mail website. The
original formulas 2 and 3 are optimized into the following
formulas(8).

VO] JIFo+

R=| e ]+H,0f (node) R=1
ijjzlimg@

®)

U:}i“mg@ﬁHiif(nodel,g(D)} R=0
ij!

R is the number of times mail is received, and its value is
0, indicating that it is a "suspicious" mail. Mail can be
analyzed within the group by using the list and eliminated.
Otherwise, it can be analyzed by using the view in the hoop
topology; U is the number of mail received. Compare the
preset mail security level with the actual "suspicious" mail.
If the ratio is > 9/10, the mail reception will be cut off,
otherwise the mail will be received; f(node,, g(")is the
calculation function of suspicious degree in "phishing" mail
analysis; H

i is the adjustment coefficient of suspicious

degree.
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D. Building steps of "phishing" email filtering
optimization model

The simulation model is built according to the data
description formula under Bayesian Optimization and
multi-user management of information system. The specific
steps are as follows:

Under Bayesian optimization, the more frequently the
messages are received in the group through the hash table,
the smaller the load of the information system and the
higher the operation efficiency of the system. Therefore, the
optimal critical value is required first, and this value is
taken as the threshold for the stable operation of the whole
system.

Judge the abnormality of data transmission between
e-mail and information system. The abnormality of mail
transmission in "phishing" mail filtering is an important
optimization index. The occurrence of abnormal data is
determined by many factors, such as hash table, integration
with hoop topology, division of virtual space in information
system, field type, byte size, receiving time, suspicious
degree, etc.

Calculate the ratio of "suspicious" mail to actually sent
mail. The actual mail sending is the result of user addressing
and storage, and is affected by channel, coding, information
system modeling (topology, collection, mixing), noise and
so on. The "suspicious" e-mail in the information system is
consistent with the actual amount of information sent by
the e-mail, indicating that the e-mail is a safe e-mail.
Among them, the calculation of mail transmission volume
is divided into "cache" Pyand "actual storage" Py. During
the calculation process, check the mail reception times R
and mail reception volume U in the system log to determine
whether they are consistent with hoop.

IV.THE CASE ANALYSIS OF BAYESIAN ALGORITHM FOR
PHISHING EMAIL FILTERING OPTIMIZATION IN INFORMATION
SYSTEM

A.The Case introduction

The software system of the information system is Lniux,
the storage server is Lenovo x-3000 series, the storage
mode is disk, and the storage space is 723T, The terminal
uses wireless communication and several mobile modules
to transmit data and send mail. The information system is
set to accept mail data and historical data. The data
interface is filter signal interface (mainly filtering), mail
threshold interface and mail metering port. Through the
formula 1 ~ 8 analysis, the "actual storage" filtering
optimization model is constructed, as shown in Figurel.

Figure 1. Mail optimization model based on distributed storage
method

Take the Hoop topology system of company A as an
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example to manage 1,2034 offline emails. After building
the mail optimization model of the information system,
verify the effectiveness of the model to ensure that it can
meet the needs of mail and distributed storage. The results
are shown in Figure.2.

00 phocas)

Figure 2. Model verification results
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It can be seen from Figure 2 that the mail transmission of
the model constructed in this paper is relatively stable,
showing regular and equidistant fluctuations, with the
maximum amplitude < 7% and the minimum amplitude > 0,
indicating that the operation of the model is relatively
stable.

B.the Comparison of optimized results

The model built by Simulink in MATLAB software is
used for analysis, and the results are as follows:

The consistency between receiving "suspicious" e-mail
and receiving e-mail in the information system is an
important management evaluation index. The results are
shown in Figure 3.

ity
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Figure 3. Comparison of compliance between "suspicious" mail
and accepted mail

It can be seen from the above figure that the consistency
P between "suspicious" e-mail and accepted e-mail is good,
the consistency rate reached 92.3%. The reason is that
before sending data, Metropolis analysis is carried out to
eliminate "suspicious" mail, and the amplification factor P
in the hash table is used to identify the suspicious degree.

E-mail security is the focus of phishing e-mail filtering,
which involves the privacy of e-mail. Compared with the
traditional centralized method, the improved Bayesian
method has lower data security. The reason is that there are
too many mail terminals and the servers are topologically
distributed. Therefore, data security is another indicator to
test the management level. The results are shown in Figure
4.
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Figure 4. Comparison between improved Bayesian and original
Bayesian results

It can be seen from the above figure that the data security
level under Bayesian optimization is higher, and the
number of secure reception is higher than that of unfiltered
method, the average safety rate is 95%. The reason is that
under Bayesian optimization, Fourier series is used to limit
the number of users on the client, and the extreme value
analysis of mail receiving authority is carried out. At the
same time, according to the hash table in the mail client,
verify the legitimacy of the mail and the rationality of the
addressing mode of the receiving end to ensure the security
of data transmission.

C. Virtual area division

The "Cache" is a significant feature of phishing mail
filtering, while "actual storage" is the basic function of the
information system, and "cache" / "actual storage" is
another indicator of phishing mail filtering. the ratio of
"cache" /"actual storage" is higher than that of unfiltered
method under Bayesian optimization, which up to 97.2%.
This shows that under the same reception times, Bayesian
optimization can provide a higher proportion of "cache". As
we all know, "caching" is a significant feature of phishing
email filtering. Under Bayesian optimization, according to
the optimization methods such as hash table and Fourier
series, it can improve the processing efficiency of
information system for relevant data and reduce the
occupation of relevant hardware and software, so as to
better provide personalized management services to emails.

V. CONCLUSION

Phishing mail filtering is the trend of intelligent
development of information system, and Bayesian method
can reduce the occurrence rate of "phishing" mail and
improve the identification rate of phishing mail in fraud
[16]. However, due to the wide application of computers
and the increase of the number of mail, the original
Bayesian optimization can not meet the requirements [17].
It is a Bayesian Optimization Based on secondary search
data table. This method uses data preprocessing and
"group" division to improve the processing efficiency of
"phishing" mail [18]. In order to make up for the deficiency
of Bayesian optimization, Fourier series function and
Metropolis constraint are added to reduce the occurrence
rate of "false eigensolutions"[19].MATLAB simulation
results show that the consistency p between the actual mail
sending quantity and the received quantity is good, and the
data security level, "cache" / "actual storage" ratio and the
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number of secure reception under Bayesian optimization
are higher than those of unfiltered method. Therefore, the
optimization of phishing email filtering in information
system is realized under Bayesian optimization, and each
important index is better than that under the original
Bayesian optimization.
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